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• $400 Billion/Yr

• Revenue losses
• Pay-TV: $1.5 Billion/Yr
• Spare Parts: $3 Billion/Yr
• Electronic Companies (Cisco, HP, Nortel, 3Com):  $100 Billion/Yr

• Harms People: 
• Murder by Medicine [Nature]
• National Security

• Damaged Brand

[Source: Pira International Ltd 2005, IEEE Spectrum, May 2006 ]

Counterfeiting of Goods
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Relevant?
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Relevant?

10% of all High Tech Products sold 
are Counterfeit!



6WISSEC 2007- Sept. 20-21, 2007

Idea: make RFID-tags suitable for 
anti-counterfeiting

Embed an RFID-tag into product or package
RFID tag gets secret information on which it can be authenticated

Requirement: Withstand a cloning attack
Produce a new Tag (chip) containing the original secret authentication  

information

Reader can then not distinguish a cloned from an authentic chip
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Authentication Options - PUFs

• Derive strings from a complex physical system that is inherently
uncloneable (e.g. a large number (1010) of randomly distributed 
particles).

• PUF = Physical Unclonable Function
• Easy to evaluate (by probing the physical system)
• Inherently tamper resistant
• Manufacturer not-reproducible 
• PUFs can be used as a source of a large amount of 

unclonable secret key material

• Unclonable:
– Hard to make a physical clone
– Hard to make a mathematical model that simulates the behaviour of 

the physical structure
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Authentication Options with PUFs

• Online verification
– Requires to be connected permanently to DB
– Large number of Challenge-Response Pairs

• Off-line verification (Tuyls and Batina, CT-RSA 2006)
– Physical protection

• Unforgeable/uncloneable structures embedded in the product (its 
package)

• Derive a fingerprint from the structure and print it on the product

– Cryptographic Protection
• Digital signatures: prevents tampering with  the 

fingerprints and auxiliary data
• Secure Identification Protocols
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Authentication Options 

Options:
• ECDSA Signature 

one point multiplication + hash
• Identification Protocols:  Schnorr or Okamoto 

one or two point multiplications
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Secure Identification Protocols

Set-up:  an elliptic curve E(GF(2m))
a point P of order n and a commitment Z = aP to the 
secret a

Protocol Anatomy

Prover Verifier
witness

challenge

response
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Schnorr Identification Protocol

Tag
(a)

Reader
(Z=aP)

1. request

2. Choose

3. Compute X = rP

4. X

5. Choose challenge 
6. c

7. Compute y = ac + r mod n

7. y 8. If 
yP – eZ = X = rP
(ac + r) P – c(aP) = X

accept
Else

reject

]1,1[ −∈ nr R

nr t <≤≤ 22
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Elliptic Curve Group Operation
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Elliptic Curve Group Operation 
(continued)
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EC Processor Architecture

ROM control unit

MUX

m-bit
shift 

register RAM ALU
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How do we multiply in GF(2m)?
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What does this look like in hardware?
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Let’s pause for a minute

Observation

We are running at a very low frequency

Consequence

We do not have to do things in parallel to gain time!
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Optimized MSDE Multiplier
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Comparison

(Log(D)+Log(D+1)) 
TXOR +TAND

2m-D(m+k)mDOptimized MSDE   

(This work)

2D TXOR +TAND2m_D(m+k+1)D(m+1)Batina et al. 

(ESAS  2006)

Log(2D+1) TXOR

+TAND + TMUX

2m+D_D(m+2k+1)-
(k+1)

mDTraditional MSDE

Log(D+1) TXOR

+TAND + TMUX

3m+D-1mD(m+2k+1)-
(k+1)

mDTraditional LSDE

Critical PathFlip-FlopsMUXexXORANDSource
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Conclusions

� New multiplier suited for ultra-low cost 
applications

� Future work, ecc implementation

� Take advantage of the low frequency of operation




